PCS JTF Personal Property Advisory #26-0043

Date: 27 January 2026

From: Permanent Change of Station Joint Task Force (PCS JTF), Defense Personal Property
Management Office (DPMO), Scott AFB, IL 62225

To: All Military Service Headquarters Representatives, Worldwide Personal Property Shipping
Offices (PPSOs), Personal Property Processing Offices (PPPOs), and Approved Department of
War (DoW) Transportation Service Providers (TSPs)

Subject: Handling of Federal Contract Information (FCI) and Controlled Unclassified
Information (CUI) for Transportation Service Providers in the Tender of Service (ToS) program

1. This advisory provides guidance to TSPs, regarding their responsibilities in handling
(FCI/CUI) when providing services to the DoW.

2. What is CUI? CUI is information that the U.S. Government creates or possesses, or that an
entity creates or possesses on behalf of the U.S. Government, which requires safeguarding or
dissemination controls as mandated by law, regulation, or U.S. Government-wide policy.

3. What is FCI? FCI is defined as information, not intended for public release, which is
provided by or generated for the U.S. Government under the terms of a service contract.
Information created to deliver a service to the U.S. Government. Examples of FCI in the ToS
include origin and destination locations, and pickup/delivery dates.

4. What is NOT FCI: Information the U.S. Government makes public (e.g., on websites) or
simple transactional details needed for processing payments.

5. CUI. TSPs operating under the ToS programs have access to a specific category of CUI
known as General Privacy (PRVCY) information. This pertains to personal information, often
called Personally Identifiable Information (PII). PII is any information about an individual
maintained by an agency (in this case TSP operating on behalf of an agency), including (1) any
information that can be used to distinguish or trace an individual‘s identity, such as name,
social security number, driver’s license or state identification number, date and place of birth,
mother’s maiden name, or biometric records (e.g., fingerprint, voiceprint, iris scan), or ; and (2)
any other information that is linked or linkable to an individual, such as medical, educational,
financial, employment information, and/or system authentication information (passwords,
PINs). Specific examples of PII TSPs are listed below.

a. Personal Identifiers: Names of Service members, Department of War (DoW) and U.S.
Coast Guard (USCG) personnel, and their family members.

b. Contact Information: Origin and destination addresses, work and personal phone
numbers, and work and personal email addresses.



c. Identification Numbers: Social Security Numbers (SSN) and DoW Identification
Numbers (DoDID).

d. Shipment & Claims Data: Electronic household goods inventories (including physical
and virtual surveys and videos) and claims-related information along with Service member’s
banking information.

e. If a TSP receives any of this information as a result of operating in the ToS it must be
protected from unauthorized disclosure. For example, a full name by itself must be protected
or a last name and a GBL, because such data might be used to trace an individual’s
employment with the DoW and therefore trace identity.

6. Handling Guidance. For 2026-2027, although PII is a form of CUI, it will be treated and
handled as FCI. Additional examples of information being treated as FCI include:

a. Government Bill of Lading (GBL) Number

b. Individual carrier rates

c. Pickup (PU) dates and Required Delivery Dates (RDD)
d. Claim amounts filed by a Service member

7. This message was approved for release by the PCS JTF, DPMO.



